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What this talk isn’t – and what it is!



Four things to think about

Doesn’t using 
anonymised data solve 
all of our problems?

Do patients own ‘their’ data?

What about consent?

Capacity

InformedVoluntary

Just trust us!



Patients and their data



My claim: 
Although often used, the possessive adjective is treacherous 
and can mislead.

• How do I access my medical records? 
• How do I access someone else’s medical records?

• You have the right of access to your own health records and to have any factual 
inaccuracies corrected.

• …that people clearly understand the choices available to them 
about how their personal confidential information will be used.

• Your personal confidential information…



And does it matter if the data:

• Represent facts about the world vs 
something created (or discovered)?

• Visibility of the fact (Jon wears glasses and his 
blood pressure is…)

• Describe something ‘sensitive’, 
‘personal’, or ‘sensitive and personal’: 
should the ‘sensitivity’ of the data make a 
difference?

• Risk (management) and consequence 
(management): is there something intrinsic to 
the fact/data or is the important thing the effect 
of any data disclosure?

• Are ‘Identifiable’ or ‘anonymous’: (legal, 
ethical, ‘the wo/man on the Clapham 
Omnibus’)

A water-cooler conversation with an 
office colleague about her 
cinematographic likes and dislikes may 
yield enough information [… to identify 
her.]



What does the possessive adjective 
mean?

Control:
– Possession, use, destruction, sale?
– Ownership?  Stewardship?
– Access to and ‘sharing’ (or licensing) of?
– Denying others: exclusive or not?

Privacy/confidentiality/data protection:
– Personal choice without interference?
– “The use of adjectives to mark out territory” 

(Kieron O’Hara)?

http://medicaleconomics.modernmedicine.com/
medical-economics/news/patient-records-
struggle-ownership?page=0,0



Conclusion: Think carefully about how you use ‘possessives’ 
and how your words might be received:

BY: “How do I access my medical records?” 
WE MEAN: “How do I access medical records related to my care?” 

BY “…that people clearly understand the choices available to them 
about how their personal confidential information will be used.”
WE MEAN “…that people clearly understand the choices available to them about
how personal confidential information about them will be used.”

GENITIVE CASE*:
Indicates that the person or 
thing denoted by the word 
is related to another as 
source, possessor, or the 
like

POSSESSIVE 
CASE*:
Indicates  
possession!

*Definitions from Oxford Dictionaries

1. Possession: My car 
2. Is a part of: my leg, the computer’s monitor, my feelings
3. There is some form of relationship: my mother, my wife, 

my doctor, my representative, my decision
4. An identifier: My country, my village, my people
5. The performer of an action: my arrival, my interpretation
6. The creator/user: my painting, my dodgem car

Each of these has a different implication in terms of 
rights and interests



And there are others with interests too, so 
individual rights are almost always qualified:

• Safety of care, adverse incidents, protection 
of the vulnerable

• Public health surveillance: communicable 
disease, neoplasia, other risks

• Medical litigation  and defence
• Health economics: commissioning decisions, 

efficiency and effectiveness of interventions
Research

• Crime prevention



So what?

– How do people understand ‘their’ 
relationship with ‘their’ data

• Is there an assumption or 
implication of ownership in 
policy statements?

– How do GPs think about ‘their’ 
patients and ‘their’ (the patients’) 
data?

• Doctors often take decisions on 
behalf of their patients

• What behaviours do they 
display and what opinions 
shape these?

https://wellcome.ac.uk/sites/

default/files/public-attitudes-

to-commercial-access-to-
health-data-wellcome-

mar16.pdf

‘Context collapse’



Anonymisation



Isn’t Anonymisation the answer?

• What is your definition of anonymised data?



Anonymisation

•Examples:
•Rare diagnoses and a primed audience
•Using pseudonyms, but…
•Linkage and jigsaw identification
•Increasing computational power

Can data ever be truly “anonymous”?



Defining anonymisation

• Anonymisation is a term that may be used:
– In a non-technical way to mean, “Any tool in reducing the risk of harm from 

inadvertent disclosure”, sometimes qualified as “strong”, “weak” or “partial” 
anonymisation, depending on the degree of effectiveness in achieving this 
aim (and/or in discharging a legal duty).

– To describe any technical process to make it less likely that an individual 
could be identified from a data sets (up to and including creating totally 
anonymous data).

– Specifically to mean the process of removing person identifiers from 
datasets. This latter confusion is particularly dangerous as it is seldom 
enough to render datasets truly anonymous and is therefore “not a sufficient 
strategy for protection against a deliberate attempt to breach confidentiality”



What are identifiers?

• Almost everything potentially useful:
– Legal, administrative and demographic data
– Dates
– General descriptive data e.g. blood pressure
– Biometric attributes
– Certificates
– Relationships
– Health data
– Indirect clues – e.g. names of healthcare providers

• If not alone, what about in combination?



What is anonymisation anyway?

• Legal definitions
• Ethical definitions

• What does it mean 
to the ‘person on the 
Clapham Omnibus’?

‘Identifiability spectrum’ by Understanding Patient Data is licensed under CC BY.

https://understandingpatientdata.org.uk/what-does-anonymised-mean
https://understandingpatientdata.org.uk/
https://creativecommons.org/licenses/by/4.0/


GDPR Definitions

• Recital 26 GDPR defines anonymisation as: “data rendered 
anonymous in such a way that the data subject is not or no 
longer identifiable”

• Pseudonymisation Defined in Art 4(5): “the processing of 
personal data in such a way that the data can no longer be 
attributed to a specific data subject without the use of 
additional information.”

• Relaxations around pseudonymised data e.g. Article 6(4)(e) 
permits the processing of pseudonymized data for uses 
beyond the purpose for which the data was originally 
collected



GDPR Definitions… BUT

• Recital 26, the GDPR limits the ability of a data handler to 
benefit from pseudonymised data if re-identification 
techniques are “reasonably likely to be used, such as 
singling out, either by the controller or by another person 
to identify the natural person directly or indirectly.”

• What is ‘reasonably likely’?



How might data be (re) identified?

• Types of attack?
– Malicious seeking out of a named person (Ewan Blair)?
– Seeing whether it is possible to identify someone – don’t care who? 

Care about a name but not which name.
– Determining whether there is an individual of a particular type?

(Don’t care about a name)
– Inadvertent knowledge about a known or unknown individual 

(Researchers!)

• Reasonable protection from a reasonable attack
– How does this change with advances in technology?



‘Good’ reasons why we might need 
to reidentify data

• Quality control of the data/research
– Duplicates
– Coding errors

• Recontact
– Participants and healthcare providers
– Reconsent

• Better linkage
• Recruitment



How might data be (re) identified?

– Jigsaw identification – what makes it more likely?
• Size  & richness of the data
• Contextual information at large

– Matching with identified reference data; ‘fingerprinting’
– Linking with external data and deducing identity
– Profiling

• Computing power

– Note the similarities with the research process!

– Even with ‘perfect’ anonymisation, remember 
the ‘Catholic woman’ problem and the perception of data        
‘ownership’



Consent



Consent – when in doubt, ask!

Valid consent for “sharing”:

• Is a defence to breach of confidence
• Is a defence to breach of privacy
• Satisfies the need for consent in the 

Data Protection law
• Makes participant expectations clear

BUT…



Is consent the answer?

• What information should I give patients? Used 
to be: What a reasonable body of professionals 
would tell them in the circumstances (Bolam and 
Bolitho) Now: What would a reasonable patient 
would want to know (Montgomery v Lanarkshire 
Health Board) Is there a distinction between 
research uses and clinical genetics? What about 
the practicalities?

• Expectations of confidentiality: with whom and 
how do patients expect data to be shared? Do 
they understand the implications e.g. of having 
genetic data about them on different databases, 
whether there will be sharing with their wider 
family (Chico and Taylor, 2017)

• What permissions can be given by the 
patient? The notion of ‘open consent’ favours
‘veracity as the principle to be prioritised above all 
rather than confidentiality and privacy’ see 
Lunshof et al (2008) From genetic privacy to open 
consent Nature Reviews Genetics 9, 406-411 , 
but is this allowable?

Capacity

InformedVoluntary

Valid consent



Gaining valid consent is not always possible

Expectations

Public health
Financial performance
Commissioning
Risk Stratification
Audit
“Research”

Constraints

Large numbers of patients
Ill-defined future benefits
Speculative
Not directly related to care
Long-term
Changeable
Capacity

How specific should consent be?
What is meant by ‘generic consent’?
What are the pros and cons of dynamic consent for health research?



How long does consent last and how 
specific does it need to be?

•Example:

•Biobanks

•Potentially any database maintained long-term!

•Solutions:

•Ask people every time – the myth of dynamic consent (See 

https://www.hra.nhs.uk/about-us/what-we-do/how-involve-public-our-

work/what-patients-and-public-think-about-health-research/)

•Gain consent as broadly as possible, but explain risks and benefits –

•Clarify the legal position (by whom?) – ‘broad enough to be useful, narrow 

enough to be legal’

•Allow people an opt-out – see later

See 

• Wallace, S. et al (2015) Respecting Autonomy Over Time: Policy and Empirical Evidence on Re-Consent in 

Longitudinal Biomedical Research Bioethics (30) 210-217

• Kaye J, Whitley EA, Lund D, Morrison M, Teare H, Melham K. (2014) Dynamic consent: a patient interface for 

twenty-first century research networks. Eur J Hum Genet. 23(2):141–6. 

How can people be truly informed about potential future 
uses of information they provide?

https://www.hra.nhs.uk/about-us/what-we-do/how-involve-public-our-work/what-patients-and-public-think-about-health-research/


GDPR consent

• Article 4(11) of the GDPR stipulates that consent of the data 
subject means any: 
– freely given, 
– specific, 
– informed and 
– unambiguous indication of the data subject's wishes by which he or 

she, by a statement or by a clear affirmative action, signifies 
agreement to the processing of personal data relating to him or her.



GDPR consent

Article 6(1a) confirms that the consent of the data subject must be given in relation 
to “one or more specific” purposes and that a data subject has a choice in relation 
to each of them. The requirement that consent must be ‘specific’ aims to ensure a 
degree of user control and transparency for the data subject. This requirement has 
not been changed by the GDPR and remains closely linked to the requirement of 
'informed' consent. At the same time, it must be interpreted in line with the 
requirement for 'granularity' to obtain 'free' consent. In sum, to comply with the 
element of 'specific' the controller must apply: 
• Purpose specification as a safeguard against function creep, 
• Granularity in consent requests, and 
• Clear separation of information related to obtaining consent for data processing 

activities from information about other matters.

However… https://www.hra.nhs.uk/planning-and-improving-
research/policies-standards-legislation/data-protection-and-information-
governance/gdpr-guidance/what-law-says/consent-research/

https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/data-protection-and-information-governance/gdpr-guidance/what-law-says/consent-research/


GDPR and Common Law



Consent vs opt-in/out

Consent needed
for the data use

Data can be used 
without consent

Opt-in Opt-out

Default opt-out until opt-in
via consent process
Withdrawal of consent must be honoured = opt-out

Valid consent = opt-in

Why am I discussing this at all? https://www.nhs.uk/your-nhs-data-matters/

https://www.nhs.uk/your-nhs-data-matters/


Consent vs opt-in/out

Consent needed
for the data use

Data can be used 
without consent

Opt-in Opt-out

Default opt-in
Potential opt-out offered as a
courtesy or policy position
Opt-out does not mean withdrawal of consent



Trust



Earning Trust

• Trust has always underpinned health and social care 
system. 

• Caldicott reviews emphasised need for transparency – no 
surprises

• Lessons of the recent past tell us that much more needs to 
be done to earn trust:
• What lessons from Care.data?

• Technological developments have outstripped public 
understanding as anxiety has increased

• Body of evidence about public attitudes is growing, with 
consistent themes emerging



Public attitudes – consistent themes

• Low levels of understanding about NHS and health uses
• Assumption that data is shared for direct care and for 

research
• Generally people will support use of data for secondary 

purposes - if benefits are clear
• Increased understanding can mean increased willingness to 

share
• Privacy is important, but so is the greater good
• Controls and data security must be in place/are assumed
• People want to be informed and given a choice

• Very topical: 
• See http://theodi.org/news/google-deep-in-trust-issues-

around-use-of-uk-patient-data
• And: http://theodi.org/blog/data-privacy-day-can-we-stop-

informed-consent-being-an-illusion

http://theodi.org/news/google-deep-in-trust-issues-around-use-of-uk-patient-data
http://theodi.org/blog/data-privacy-day-can-we-stop-informed-consent-being-an-illusion


Loss of Trust – a salutary example

What were the main issues that caused the 
perceived failure of care.data?

GP HSCIC Anywhere else

Type 1 Type 2

Did this solve the problem?



A ‘new’ approach: consistent principles
underpinned by a range of technical solutions

In order to: Any solution must:

Engender trust Demonstrate 
Trustworthiness

Participants Data about me are being 
used in line with my 
expectations

Research ethics approval, 
appropriate consent process, 
communication

Public Data are being used to further 
socially acceptable ends

Clear statement of purpose, 
origins of data, where data 
will be sent

Data providers It is ‘lawful’ to release data to 
the solution

Be technically and 
organisationally robust, Data 
is being used in line with e.g. 
licence agreements

Researchers Data, processes, methods 
scientifically valid

Have skills, capacity, 
technical capability, DQ, etc.

TRUST              vs.         TRUSTWORTHINESS

“No surprises”



Technical criteria for trustworthiness

Approved 
Research 
Projects

4



A principled framework with proportionate, 
objectively measurable instantiation

‘Simple’ research 
environment

’Complex’ research 
environment

Prima facie, legitimate need 
for the data (e.g. sanctioned 
research)

Local REC approval, funding,
etc.

National REC approval, 
funding, etc.

Appropriate, proportionate
organisational and 
technical controls

Compliance with university IT 
security and data policies

Compliance to 
national/international
standards, researcher vetting, 
etc.

Integrity: honesty, 
competence and reliability

Visible processes Independent audit of 
compliance

Setting and meeting 
participant expectations

Appropriate consent 
processes

Consent model, 
communication, opt-out

Appropriate data reuse Expectations for publication of 
result

Rules for access and onward 
transmission



Engaging with patients and the 
public

• Who should decide which 
data uses are appropriate?

• See: 
http://www.herc.ac.uk/get-
involved/citizens-jury/

• (video)

http://www.herc.ac.uk/get-involved/citizens-jury/


What do people expect?

Multitude of studies show that patients ‘expect’ data 
about them to be reused for health improvement and 
research. See: http://www.wellcome.ac.uk/About-
us/Policy/Spotlight-issues/Personal-
information/Public-engagement/index.htm

What are their ‘reasonable expectations’ for how 
data about them will be used?
https://academic.oup.com/medlaw/article/26/1/51/40
84306

But:
• Data protection law requires “fair and lawful” 

processing
• Can terms of consent be explained 

appropriately?
• How do we quantify the risks of reidentification?
• What is ‘sensitive’ information that may need 

extra protection?

Why?

Who?

What?

How?

Access

http://www.wellcome.ac.uk/About-us/Policy/Spotlight-issues/Personal-information/Public-engagement/index.htm
https://academic.oup.com/medlaw/article/26/1/51/4084306


Four things to think about

Use the minimum 
amount of personal 
data but beware of the 
risks

Be careful about language

Gain appropriate levels of consent
where possible

Capacity

InformedVoluntary

Be trustworthy


